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Preface

The information revolution of the past two decades upgrades and address connectivity and data sharing
has resulted in more people having faster access tassues. It is intended to be a primer rather than a
more accurate data than ever before. Both the publifinitive treatise on the subject. The authors’ goal is
and law enforcement practitioners expect agency to help public safety agencies integrate such public
information systems to respond quickly with an safety information systems as computer-aided dis-
enhanced ability to recognize crime patterns and patch, records management, geographical informa-
problem areas. As a result, law enforcement agen- tion systems, and mobile computing. Using the

cies need to improve their information systems to principles outlined in this guide, law enforcement
better analyze and use the data they collect. professionals can choose the technologies that best

This guide is intended to help law enforcement pra?—u't their needs and incorporate them into their day-

titioners plan and implement information system o-day operations.
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About the National Institute of Justice

The National Institute of Justice (NIJ), a component Exploring key issues in community policing, vio-

of the Office of Justice Programs, is the research  lence against women, violence within the family,
agency of the U.S. Department of Justice. Created sentencing reforms, and specialized courts such as
by the Omnibus Crime Control and Safe Streets Act drug courts.

of 1968, as amended, NIJ is authorized to support _ _

research, evaluation, and demonstration programs,® D€veloping dual-use technologies to support
development of technology, and both national and national defense and local law enforcement needs.
international information dissemination. Specific

; « Establishing four regional National Law
mandates of the Act direct NIJ to:

Enforcement and Corrections Technology Centers
« Sponsor special projects and research and devel- (NLECTC), a Border Research and Technology

opment programs that will improve and strengthen C€Nter, and three special offices to join the

the criminal justice system and reduce or prevent National Center in Rockville, Maryland, to form
crime. the NLECTC system.

« Conduct national demonstration projects that ~ * Strengthening NIJ's links with the international
employ innovative or promising approaches for community through participation in the United

improving criminal justice. Nations_ngtwork of criminologi_cal institutes, the
U.N. Criminal Justice Information Network, and
» Develop new technologies to fight crime and the NIJ International Center.

improve criminal justice. ] ] - o
 Improving the online capability of NIJ’s criminal

» Evaluate the effectiveness of criminal justice justice information clearinghouse.
programs and identify programs that promise to o
be successful if continued or repeated. * Establishing the ADAM (Arrestee Drug Abuse

Monitoring) program—formerly the Drug Use
* Recommend actions that can be taken by Federal, Forecasting (DUF) program—to increase the
State, and local governments as well as by private number of drug-testing sites and study drug-related
organizations to improve criminal justice. crime.

* Carry out research on criminal behavior. The Institute Director establishes the Institute’s

« Develop new methods of crime prevention and  ©Pjectives, guided by the priorities of the Office of

reduction of crime and delinquency. Justice Programs, the Department of Justice, and
the needs of the criminal justice field. The Institute

In recent years, NIJ has greatly expanded its initia_aptively solicits the views_ of crimina_l ju_stice profes-

tives, the result of the Violent Crime Control and sionals and researchers in the continuing search for

Law Enforcement Act of 1994 (the Crime Act), answers that inform public policymaking in crime

partnerships with other Federal agencies and privafdd Justice.

foundations, advances in technology, and a new

international focus. Examples of these new initia-

tives include:

ix
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About the Law Enforcement
and Corrections Standards and
Testing Program

The Law Enforcement and Corrections Standards  piece of equipment that is essential to how it
and Testing Program is sponsored by the Office of functions. OLES-developed standards can serve as
Science and Technology of the National Institute of design criteria for manufacturers or as the basis
Justice (NIJ), U.S. Department of Justice. The pro- for equipment evaluation. The application of the
gram responds to the mandate of the Justice Systemstandards, which are highly technical in nature, is
Improvement Act of 1979, which directed NIJ to augmented through the publication of equipment
encourage research and development to improve performance reports and user guides. Individual
the criminal justice system and to disseminate the jurisdictions may use the standards in their own
results to Federal, State, and local agencies. laboratories to test equipment, have equipment

tested on their behalf using the standards, or cite
The Law Enforcement and Corrections Standards andthe standards in procurement specifications.
Testing Program is an applied research effort that . The National Law Enforcement and

determines the technological needs of justice system .
agencies, sets minimum performance standards for Corrections Technology Cente_r(NLECTC),
operated by a grantee, supervises a national com-

specific devices, tests commercially available equip- " . .

ment against those standards, and disseminates the pliance tgstlng program conducted by independent

standards and the test results to criminal justice laboratories. The standards developed by OLE.S

agencies nationwide and internationally. SEIVe as performance b_enchmarks against Whlc h
commercial equipment is measured. The facilities,

personnel, and testing capabilities of the indepen-

The program operates through the following: dent laboratories are evaluated by OLES prior to

e TheLaw Enforcement and Corrections Tech- testing each item of eqqipment. In addition, OLES
nology Advisory Council (LECTAC), consisting helps NLECTC 'staff review and analyze data. Test
of nationally recognized criminal justice practi-  results are published in consumer product reports

tioners from Federal, State, and local agencies, ~ designed to help justice system procurement offi-
assesses technological needs and sets priorities ~ cials make informed purchasing decisions.
for research programs and items to be evaluated

and tested. Publications are available at no charge through
_ NLECTC. Some documents are also available online
* TheOffice of Law Enforcement Standards through the Justice Technology Information Network

(OLES) at the National Institute of Standards and(JUSTNET), the center’s Internet/World Wide Web
Technology develops voluntary national perfor-  site. To request a document or additional information,

mance standards for compliance testing to ensureg|| 800—248-2742 or 301-519-5060, or write:
that individual items of equipment are suitable for

use by criminal justice agencies_ The equipment National Law Enforcement and Corrections
standards developed by OLES are based upon Technology Center

laboratory evaluation of commercially available P.O. Box 1160

products in order to devise precise test methods Rockville, MD 20849-1160

that can be universally applied by any qualified E-mail: asknlectc@nlectc.org

testing laboratory and to establish minimum per- World Wide Web addressttp://www.nlectc.org
formance requirements for each attribute of a

xi
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About the National Law Enforcement
and Corrections Technology
Center System

The National Law Enforcement and Corrections  or agency that specializes in one or more areas of
Technology Center (NLECTC) system exists to  technology research and development.

support the Nation’s structure of State and local law

enforcement and corrections. The United States haghe National Center, located in Rockville, Maryland,
more than 18,000 law enforcement agencies, 50 Stighe system’s information hub. Regional centers
correctional systems, and thousands of prisons andare currently located in California, Colorado,

jails. The fragmented nature of law enforcement andNew York, and South Carolina. Speciality centers
corrections impedes the dissemination of valuable located around the country deal with border matters
new information, fosters a patchwork marketplace (California), commercialization of law enforcement
that discourages the commercialization of new techand corrections technologies (West Virginia), and
nologies, and underscores the need for uniform perforensic science (Florida).

formance standards for equipment and technologies.

Each center shares roles with the other centers and
The National Institute of Justice’s (N1J’s) Office of has distinctive characteristics. All are focused on
Science and Technology (OS&T) created NLECTC helping law enforcement and corrections take full
in 1994 as a national system of technology centersadvantage of technology’s rapidly growing capacity
that are clearinghouses of information and sourcesto serve the purposes of crime control and the crimi-
of technology assistance and that also attend to spgal justice system.
cial needs, including technology commercialization

and standards development. A national body of criminal justice professionals,
the Law Enforcement and Corrections Technology

The NLECTC system’s purpose is to determine theAdvisory Council (LECTAC), helps identify research

needs of the law enforcement and corrections comand development priorities, thereby influencing the

munities and assist them in understanding, using, work of the NLECTC system. In addition, each

and benefitting from new and existing technologiesNLECTC center has a regional advisory council of

that, increasingly, are vital levers of progress in  law enforcement and corrections officials. Together,

criminal justice. It is especially important to note  LECTAC and the advisory councils help to keep

that NIJ/JOS&T and the NLECTC system are the the NLECTC system attentive to technological

only current programs developed by the Federal priorities and the needs of law enforcememd

Government that focus solely on the development corrections. They help to link the end user with

and transfer of technologies to State and local law the developer to create technologies that adequate-

enforcement and corrections. ly meet operational requirements and establish
which potential technologies should be pursued

NLECTC is a program of NIJ, the research and  for development.

development arm of the U.S. Department of Justice.

The system currently consists of a national center, All of the current regional centers have distinctive

four regional centers, and three speciality centers. roles or focus areas, that, in many cases, are aligned

Also contributing to the initiatives of the center sys-with the expertise of host organizations and agencies.

tem is the Office of Law Enforcement Standards. The centers are currently operated under cooperative

The centers are colocated with a host organization agreements or interagency agreements with host

xiii
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organizations and agencies whose employees staff NLECTC—-West

the centers.

c/o The Aerospace Corporation
2350 East El Segundo Boulevard

To receive more information or to add your name td=l Segundo, CA 90245-4691

the NLECTC mailing list, call 800-248-2742 or
301-519-5060, or write:

National Law Enforcement and Corrections
Technology Center

P.O. Box 1160

Rockville, MD 20849-1160

E-mail: asknlectc@nlectc.org

World Wide Web addressittp://www.nlectc.org

The following is a list of NLECTC regional and
affiliated facilities that assist NIJ in fulfilling its
mission.

NLECTC-Northeast

26 Electronic Parkway
Rome, NY 13441-4514
(p) 888—-338-0584

() 315-330-4315

E-mail: nlectc_ne@rl.af.mil

NLECTC-Southeast

5300 International Boulevard
North Charleston, SC 29418
(p) 800-292-4385

(f) 843-760-4611

E-mail: nlectc-se@nlectc-se.org

NLECTC—-Rocky Mountain
2050 East Iliff Avenue
Denver, CO 80208

(p) 800-416-8086

(f) 303-871-2500

E-mail: nlectc@du.edu

(p) 888-548-1618
(f) 310-336-2227
E-mail: nlectc@law-west.org

Border Research and Technology Center
1010 Second Avenue, Suite 1920

San Diego, CA 92101-4912

(p) 888—-656—2782

(f) 888-660—2782

E-mail: brtcchrisa@aol.com

Office of Law Enforcement Standards
100 Bureau Drive, Stop 8102
Gaithersburg, MD 20899-8102

(p) 301-975-2757

(f) 301—-948-0978

E-mail: oles@nist.gov

Office of Law Enforcement Technology
Commercialization

Wheeling Jesuit University

316 Washington Avenue

Wheeling, WV 26003

(p) 888-306—-5382

(f) 304—243-2131

E-mail: oletc@nttc.edu

National Center for Forensic Science
University of Central Florida

P.O. Box 162367

Orlando, FL 32816-2367

(p) 407-823-6469

(f) 407-823-3162

E-mail: natlctr@mail.ucf.edu
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About the Office of Law
Enforcement Standards

The Office of Law Enforcement Standards (OLES) ¢ Develops standards for equipment and operating
was established as a matrix management organizatiorprocedures.

in 1971 through a Memorandum of Understanding _

between the U.S. Departments of Justice and ~ °* Develops standard reference materials.
Commerce based upon the recommendations of the pe forms other scientific and engineering research
President's Commission on Crime. OLES’ mission
is to apply science and technology to the needs of
the criminal justice community, including law
enforcement, corrections, forensic science, and the
fire service. While its major objective is to develop
minimum performance standards, which are promu
gated as voluntary national standards, OLES also
undertakes studies leading to the publication of
technical reports and user guides.

as required.

Since the program began in 1971, OLES has coordi-
nated the development of nearly 200 standards, user
Euides, and advisory reports. Topics range from
performance parameters of police patrol vehicles,

to performance reports on various speed-measuring
devices, to soft body armor testing, to analytical
procedures for developing DNA profiles.

The areas of research investigated by OLES mcIudeahe application of technology to enhance the efficien-

cIothlng, communication systems, emergency eqUIIO'cy and effectiveness of the criminal justice communi-
ment, investigative aids, protective equipment,

: ) : continues to increase. The proper adoption of the
security systems, vehicles, weapons, and analytlcafy brop P

techniques and standard reference materials used (pducts resulting from emerging technologies and
ques : : .. &Ye assessment of equipment performance, systems,
the forensic science community. The composition o

OLES’ proiects varies depending unon priorities of methodologies, etc., used by criminal justice practi-
the crirr?inzjzll stice comrrf)unit a?t afl i?/en time tioners constitute critical issues having safety and

J y Y9 legal ramifications. The consequences of inadequate
and, as necessary, draws upon the resources of th

: . quipment performance or inadequate test methods
National Institute of Standards and Technology. can range from inconvenient to catastrophic. In

ists | ¢ iminal iust addition, these deficiencies can adversely affect the
OLES assists law enforcement and criminal JustiCe gonera| population when they increase public safety

agencies in acquiring, on a cost-effective basis, theq g5 preclude arrest, or result in evidence found to
high-quality resources they need to do their jobs. . inadmissible in court.

To accomplish this, OLES:

» Develops methods for testing equipment perform-
ance and examining evidentiary materials.

Xv
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Chapter 1.
Introduction

Today, law enforcement agencies have more * Electronically signing onto a system via a laptop
technologies available to them than ever before at the beginning of shifts, thus improving account-
(computer-aided dispatch/records management ability of resources.

system (CAD/RMS) software, mobile computing,
and digital radios, to name a few. With so many
options available, the questions about what infor-
mation technology (IT) solutions are right for an

agency can be overwhelming, especially in times _ _
of tight resources and budgets. This guide offers the law enforcement community

a description of what information system technolo-
This document is a product of the National Law gies are currently available and information to help
Enforcement and Corrections Technology Center sy¥°U det1erm|ne how to incorporate them into your
tem, a program of the U.S. Department of Justice, 29€ncy’s day-to-day business. It also explains the

National Institute of Justice, Office of Science and functions technology solutions provide, shows how

Technology. This guide is intended help law enforce{neY can be integrated, and provides you with key

ment agencies in their efforts to develop and/or considerations in developing an implementation

enhance their information systems. plan and a procurement strategy. The guide is not
intended to offer indepth technical discussions, nor

will it talk about specific manufacturers or their
products.

e Dispatched messages sent silently to a patrol vehi-
cle, thus improving chances of stopping crimes in
process and protecting the officer.

Think of the many ways technology could improve
your agency. Here are a few examples to get you
started:

» A combined search of local, State, and Federal Why a GUidé?
criminal histories, available by entering a single
request from a computer in a patrol vehicle, thus
reducing radio traffic.

This guide was developed as a result of National

Law Enforcement and Corrections Technology

Center (NLECTC) assistance visits made to several

« A database then can be queried, resulting in moréaw enforcement agencies of various sizes across the
reliable crime analysis reporting or investigative Nation. It became apparent during these visits that
searches. most agencies needed access to similar information

and that these agencies could use a “roadmap” to

* A system that can link persons, addresses, properiyplement information technology. The concept of
and vehicles, thus reducing data entry and improvy guide was born out of this need.

ing safety to the officer in the patrol vehicle.

» Technology allowing officers to enter incident P d S
reports, supplementals, and field checks into the urpose an cope

central database from the patrol vehicle, thus PrOFirst, this is a guide. It is not a panacea. Like all

viding more timely agencywide access to data. g jides, this one provides a place to start and tips on
what to do along your journey to help organize your
efforts. There are many decisions that will need to
be made by you, your agency, or the people you hire
to help you in your project.

» Online documentation or guidance for entering
reports and classifying crimes, policies, and regu
lations, thus providing quick clarification and
reducing re-entering of information.
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Information technology is a world of its own, and saBelow is a short description of each of the following
is law enforcement. Marrying the two can result in aight chapters:
more efficient and, hopefully, safer working environ-
ment and community. Regardless of where technolog@yhapter 2. Planning an Information Technology
is used, the activities in your agency’s day-to-day Project. A review of project planning steps as they
business can be characterized as a business procesggply to an information technology project, includ-
Applying information technology is not (and should ing the crucial step of conducting the Information
not be) simply automating a process. Itis using  Technology Assessmett establishyour needs.
technology where it makes sense and brings about
greater efficiencies. Chapter 3. Conducting an Information

Technology Assessmenfn indepth review of the
This guide is organized around the key componentsechnology assessment process, providing an expla-
of an information technology project plan, specifi- nation of the necessary steps and basic procedures
cally, application software, network/hardware, and for conducting/participating in the assessment.
mobile data computing. We also provide pointers on
developing a Request for Proposal (RFP) and evalehapter 4. Law Enforcement Information
ating the responses. Systems: A Look at Application Software, Part |.

An indepth review of application software systems
We have concentrated on several types of informatiamsed by law enforcement. The first of three compo-
technologies for law enforcement, including RMS, nents of an IT project.
CAD, geographic information systems (GIS), crime

mapping systems, and mobile computing. These wetghapter 5. Law Enforcement Application Systems:
chosen as necessary building blocks of sound law A Look at Application Software, Part Il. An
enforcement operations. Of course, there are many overview of two emerging technology solutions—
other elements, such as the Integrated Automated geographic information systems and crime mapping.
Fingerprint Identification System (IAFIS), National

Incident-Based Reporting System (NIBRS), and  chapter 6. Information System Connectivity.A

digital photographic files. These applications also argeyjew of hardware and connectivity needs in lay-

detailed analysis than this document is designed to

provide. Chapter 7. Mobile Data CommunicationsThe

_ _ _third component of the IT project. This review of
As you work through an information technology projmopile data computing introduces the equipment

ect, you may want to have a dictionary of computer peeded to implement such a system, as well as the

terms, which you can find in the computer/Intermet  consjderations for choosing which type of communi-
section of most bookstores. One particularly thorougkytion is the best for your agency.

book is theDictionary of Computer and Internet
Terms,published by Barron’s Educational Series, 'nCChapter 8. Request for Proposal Development

You can a!so find resources on the Internet (e.g., the, 4 System SelectionStep-by-step pointers for

www.whatis.com Web site). developing and issuing of the RFP and then con-
ducting a fair, comprehensive evaluation of the
responses.

Chapter 9. Installation Management and Beyond.

A review of how your agency can prepare for imple-
mentation and how to work with vendors to get the
most out of the system for the lifetime of the product.
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Chapter 2. Planning an Information
Technology Project

Planning an information technology project follows Step 1 ES'l'CIinSh .|.he Scope
many of the same steps you may have used to plan °

other projects (establish objectives, identify resource?lf the Pr0|ecl' Based on

determine needs, explore options, select the optimaIYOUl' Agency’s Goals and

alternative, and implement the solution. The real Obiectives

challenge comes when you try to accomplish these

tasks. Since most of us are end users of technologyhe first step is to establish the scope of the project.

and not developers of technology, the start of an ITThe assignment might be as ill defined as “modern-

project sends us into another world, with a whole ize the IT systems in our agency” or as specific as

new vernacular. This chapter details project planningipgrade our RMS, move all the records to this new

stepsas they apply to IT projectén IT system system, and make sure it works with other systems

acquisition can be as simple as the purchase of costich as CAD.” Now is the time to define the scope,

mercially available, off-the-shelf items that easily fitbut it must be within the bounds of your agency’s

together with very little effort or risk, or the procure-vision, goals, objectives, and price range.

ment of a complex system composed of many sub-

systems, requiring an experienced, dedicated effortPrior to undertaking a major IT project, the agency’s

to ensure success. long-range goals and objectives should be reviewed.
If these do not include contemporary technology

By proceeding through the following series of stepspbjectives, they may need to be refined. Examples of

you can plan a project that leads to a successful prigng-range goals are: improved information sharing,

curement and installation (steps 10 through 12 are reliable field report writing systems, and reliable

discussed later in this guide): field interfaces with National Crime Information

_ _ Center (NCIC) checks and local database searches.
Step 1. Establish the Scope of the Project Based

on Your Agency's Goals and Objectives Internal and external management are the primary

Step 2. Get Help source for the agency’s long-range plans, including
' funding opportunities. Therefore, it is important to
Step 3. Form a Working Group identify the cost and performance expectations of

the managers and to communicate these back once
they are documented. This task may not be an easy
Step 5. Conduct an Information Technology one, but defining system expectations will help edu-

Assessment cate and prepare management for the system, per-
sonnel, and financial impacts. Managers also should
identify end users by group and job type. Although
Step 7. Develop a System Design and Schedule individual end users may not be identified, a valid

cross-section of the end-user community should be

Step 8. Develop a Cost Estimate provided. For example, patrol officers, dispatchers,
and emergency services are valid user groups that
could be represented.

Step 4. Educate Your Team

Step 6. Develop Overall System Needs

Step 9. Obtain Management Approval

Step 10.Develop and Issue Request for Proposal
(if necessary) Another point to bear in mind is that the new system
may provide capabilities far beyond the current sys-
tem and may force operational changes to properly
Step 12.Implement System and Monitor use this new technology. The scope of change that
Performance

Step 11.Select System
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the organization is able to tolerate must be consid-+ Determine the sources of applicable data and the
ered. It is important to ensure that expectations,  processes that use and/or modify the data.

change tolerance, and technology are clearly under- _
stood by all stakeholders. » Evaluate as-is (current) systems for records man-

agement in terms of data integrity, accessibility,
and security, and identify opportunities for improve-
Step 2. Get Help ment in these areas through modernized software,
integration, and/or process improvement.
Regardless of the system to be acquired, if its pur-
chase, installation, and operation are outside yourSkills, training, experience:
capabilities, get some help. Help can be as simple o .
as a quick look from someone knowledgeable witH Ex_cellent communication skills, both verbal and
the system or as complicated as hiring a full-time ~ Written.
employee, consultant, or company to help run the
process. The adage, “You get what you pay for,”
rings true here. The 16-year-old technical genius
who lives next door was a great resource when
your computer game crashed on your home PC, « Working knowledge of 911 CAD and RMS.
but do you really want to rely on his advice for

your agency’s networking issues? Business Anq|ys|-

Responsibilities:

* Prior experience in database engineering with
working knowledge of relational database design
concepts and structured query language (SQL).

Actions further along in the process, particularly
steps 5 and 6, require technical skill sets that are . QOpjectively analyze current business practices,
probably not present in your agency’s staff. Adata  pojicies, and procedures.

analyst, business analyst, and network engineer will

be responsible for creating a snapshot of how your * Streamline the business processes after thorough
agency processes information and how these processxamination.

es can be improveasing technologyf these per-
sonnel do not exist within the agency, they should be
hired to perform the assessment. It is essential that
the business analyst be objective, which may not be
possible when inhouse personnel are selected to pel- proyide updates to agency policies and procedures
form the assessment. If a major network enhancementy jmplementation of new business processes.

is anticipated as a result of step 5, the information

technology assessment, consider hiring a network Skills, training, experience:

engineer on a permanent basis.

Generate as-is and to-be (future) models along
with written text to support and enhance the
models.

* Excellent communication skills, both verbal and
The following is a list of responsibilities and skill written.

sets for each of these three roles. Knowledge of law ] ) ) ] ]
enforcement operations also is essential to all of * Prior experience in business process reengineering.

these positions. Technologists should never work in, Working knowledge of 911 CAD and RMS.
a vacuum. They have to understand law enforcement

needs, specifically, your needs. Otherwise, the tech= Working knowledge of mobile communication
nical help will be entering another world, with new  systems.

vernacular. Sound familiar? ] ]
» Working knowledge of word-processing systems

Data Analyst and modeling software.

Responsibilities:

» Analyze flow of information in the organization.



A Guide for Applying Information Technology in Law Enforcement

Network Engineer Typically, the acquisition of a complex system

requires the approval or concurrence of other agen-

cies or departments. If a police department is acquir-

« Objectively analyze current network infrastructureiNd @ complex IT system, it probably will need
computer equipment, and software. approval and concurrence from the city’s purchasing

department and attorney, as well as approval from

» Determine the needs and system resource changee city council and/or mayor or city manager. Using

with recommendations for system upgrades and experienced, unbiased, outside assistance can make

procedures to administration. this approval cycle much smoother.

Responsibilities:

« Determine hardware and software requirements,
evaluate equipment options, and make purchasins.l.ep 3. Form a Working

decisions.
Group

* Provide system policies and procedures and asso- | _ il invol , f tech
ciated documentation. A complex IT project will involve a variety of tech-

nical and nontechnical personnel. Once the scope is
Skills, training, experience: determined, individuals with appropriate experience
who will be responsible for the assessment and eval-

* Knowledge of network infrastructure and equip- yation can be chosen for a working group.
ment to include routers, bridges, hubs, switches,

and system interfaces. Regardless of the scope of the project, you will need

« Working knowledge of network software (Novell to determine what system capabilities you have, what

Netwaré. Microsoff Windows NT. and/or the new system must do, what the system will cost,
UNIX® and fileserver hardware. and how long it will take to acquire and make opera-

tional. Typically, if you have hired outside help, they
» Working knowledge of PC applications software will provide or acquire most of this information.
(Windowg® 95 and above and/or Windows NT,
major-brand word processor, major-brand spreadBuild a team of agency people to help with the task
sheet or database, e-mail systems, and modem of understanding user needs and interfaces. This
communications programs). group should include persons familiar with all the

. disciplines within your system. It should be char-
* Working knowledge of 911 CAD and RMS. tered by senior management to help you deliver a

« Working knowledge of voice communications system with a minimum risk of failure. It will be the

systems including privacy voice exchange (PBX),10P of this group (or subsets of this group) to work
voice mail, call accounting systems, and public ~ With the data analyst, business analyst, and network
and private telecommunications systems. engineer to help conduct the information technology
assessment and develop the system needs, RFP,
» Working knowledge of mobile communication interfaces, estimates of cost, and schedule. Most
systems. likely, you will need to establish one person as the
project manager to oversee the entire process from

* Excellent communication skills, both verbal and o "iitial assessments through implementation.

written.

Any assistance you receive should be of a completstep 4. Educate Your Team
ly unbiased nature, regardless of the degree of proj-

ect complexity. If the project requires the assistancdo understand the importance of this step, we must
of outside consultants, their qualifications should bgump ahead for a few moments. During the IT proj-
known or determined. Most importantly, ensure thatect plan the team will be determining the current
their previous efforts did not always result in the  status of the agency’s information processing “sys-
selection of the same components or vendors. tem” and developing the as-is snapshot. Next, the
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team will need to determine what the new system what you need has been a big pitfall in many IT
should be and how end users will employ the new projects. The information technology assessment is
technology. How can they make decisions on a newhe bridge between these two steps and should be
system if they do not know what is possible? executed prior to defining requirements for a new
system.
In certain instances, the proposed system may be so
technically complex that they cannot determine the The information technology assessment is a method-
needs because they do not understand the possiblécal process to help determine what your business
solutions. If this is the case, it now becomes necesprocesses are, which ones are key to the agency’s
sary to educate the team. The business analyst, datgeration, andhowyou process information in your
analyst, and network engineer will be able to pro- agency. It combines reviews of an agency’s current
vide valuable input in their areas of expertise and policies and procedures, business processes, infor-
can assist in educating the team as a whole. mation technology infrastructure, software (RMS,
CAD, etc.), and hardware. In short, it provides a
It is important to remember that this step is not baseline of where you are now and helps to pinpoint
meant to be a decision point. The education procesyeas for improvement.
can be handled in a number of ways, including:
) o ] Since this step is a long and involved process, we
* Presentations on the existing system and informgy,e dedicated the next chapter, Conducting an
tion interfaces within the agency. Information Technology Assessmett the particu-
lars. As we continue through the project planning
steps, remember that having completed step 5, you
» Product demonstrations from invited vendors.  will have a much clearer understanding of where

_ _ technology can best benefit your agency.
» Information gathering at conferences and shows.

» Presentations on planned and funded upgrades.

¢ Information gathering from product databases.

Step 6. Develop Overall

» Information gathering over the Internet. System Needs
* Surveys and site visits with agencies using similafhe overall system needs should be determined from
technologies. the results of the information technology assess-
_ _ _ ment. As your team members develop system needs,
At this point, a potential pool of vendors may it is of utmost importance that they do not come

already be identified for your basic needs. A very back with specific solutions.

effective tool at this time is to develop a Request for

Information (RFI) document and send it to these  Thjsis nota needA PC running Microsoft
potential vendors. An RFI can be a very simple, noywindows with Acme Report Writer V3.0 software.
obligation document requesting information about a

vendor’s products to meet your needs. The responsfi§isis a needA system to quickly and accurately

will range from product brochures, to prepared  jq5 ¢ information in the field that can be transferred
responses, to sales representatives on your doorstgg.ap, existing crime reporting system at the station.

Keep in mind that these needs averall system
Step 3. C.Ol‘ldUC'l' an needs. The result will probably be a complex system
Information Technology that could not realistically be implemented or funded
Assessment in one step. You may have the inclination to make

concessions for your needs. Do not fall into this trap.
Many project plans go straight from educating the Rather, state your desired goals, but realize that you
working group to developing the requirements of a will accomplish them through a series of phases. In
new system. The assumption that you Wlbw the next step, you will determine what those phases
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are. This overall system design will also serve as Step 8 Develop a COS"'
parameters for developing system requirements in *

an RFP process. Estimate

Once the design is complete, the costing should be
The ability to articulate user needs is almost an artstraightforward. Cost estimates can be found infor-
form that takes time to develop. The raw data your mally by talking with other agencies that have
team collected during the information technology installed similar systems. More formal cost esti-
assessment and the results of the assessment are mates come from the actual vendors. In those
used to develop the overall system needs. instances in which the system can be well defined,

you can ask your vendor pool for price quotations.

This is best accomplished through the creation of a
Si'ep 7. Deve|op a SYStem Request for Quotation (RFQ). Although this docu-

Design qnd Schedule ment is nonbinding on the vendor, it does tend to
establish the estimated system cost for a limited
Developing a system design and schedule most likgeriod of time. Usually, the vendor will indicate the
ly will be done simultaneously with developing a  timeframe in which the quote is valid. You should
cost estimate (step 8). You will need an idea of cosg|sg develop a document detailing where you are
as you design your system and timeline. obtaining the funds to implement the initial phases
of the project. This document should include limita-
The design of the system is the job of the working tions of the funding sources and, if required, the
group, including the business analyst, data analyst,deadline for expending the funding.
and network engineer. If you have not hired these
positions or do not have them on staff, then itis  As mentioned above, steps 7 and 8 will most likely
your job. Develop the system design and schedule pe executed simultaneously. Since your design and
based on the overall system needs. Now comes thgchedule have been based on available or anticipated
difficult part of assigning priorities to needs, and  fynding, developing a total cost estimate is a matter
cost is an obvious factor. Unfortunately, the “big  of bringing all the pieces together. Each phase

picture” may be beyond your budget, so you will  ghould receive its own cost estimate.
need to make some tough decisions. Work in all of

your system needs using phases. Do not worry that

phases may extend into the distant future. It will beSfep 9. Obtain Mdl‘ldg&-
easier to lay the groundwork in the early phases if

you know where you would like to be down the ment Approval

road. For example, if you know you would like to  Thjs is the point to bring senior management and

implement mobile data computing in phase Il,  outside agencies into the picture. Senior manage-
ensure that the server hardware you purchase in ment must understand:

phase | will be able to accommodate this upcoming
equipment. » System costs.

You will want 